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{ Settings  Meeting

zo | I ' Auto Connect Device Audio O

Group Messaging & Mobile Meetings
Automatically connect audio using intermet
when joining a meeting

Always Mute My Microphone
Always mute my microphone when joining a
meeting
Always Turn Off My Video

Always tum off my video when joining a
meeting

Sign Up Join a Meeting
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root@hackbox: /usr/share/responder

Zoom Group Chat

Bluesoon\Hackerf antas
Everyone v
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ache-hit dictionary stats ..\hashkiller-dict.txt: 588725864 bytes, 47625548 words, 47625548 keyspace

PECTEST1233@0UTLOOK .COM: :MicrosoftAccount: 1122334455667788: 0e5394410akctf935493ffa89a3cdd8S: 0101000000000000148381287aced1012d77818¢
cCcee1f900000000020034006d0073006c00650061006b002e0070006500720066006500630074002d00TO00720069007600610063007900220063006F006d0OOOOO)
00000000000 : newyorkll

|

ession.Name...: hashcat
: Cracked
: File (..\hashkiller-dict.txt)
: SECTEST1233@0UTLOOK.COM: :MicrosoftAccount. . .
NetNTLMu2
Thu Aug 64 14:06:00 2016 (3 secs)
: 5521.7 kH/s (12.41ms)
: 1/1 (100.00%) Digests, 1/1 (100.00%) Salts
: 17254121/47625548 (36.237%)
706793/17254121 (4.10%
Restore.Point..: 16294344/47625548 (34.21%)

Started: Thu Aug 04 14:06:00 2016
Stopped: Thu Aug 04 14:06:14 2016
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Network security: Restrict NTLM: Outgoing NTLM traffic t... ? X
Local Security Setting  Explain

Network security: Restrict NTLM: Outgoing NTLM traffic to remote

Deny all v

" Modifying this setting may affect compatibility with clients, services,
L. and applications.
For more information, see Network security: Restrict NTLM: Outgoing
NTLM traffic to remote servers in the Security Policy Technical
Reference.

OK Cancel Apply
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Windows Registry Editor Version 5.00

[HKEY_ LOCAL MACHINE\SYSTEM\CurrentControlSet\Control
\Lsa\MSV1_o]
"RestrictSendingNTLMTraffic"=dword:00000002
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oy bl ez, Kialng b jeaiag OlelS el obml (gwys a4 oo lade cpl el sl
Sade YL S 0 Gy, oledan el 5l e S 12! Administrator

g dale> 3 IS aiile RestrictSendingNTLMTraffic

B Registry Editor - (m} X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\MSV1_0
ComponentUpdates A || Name Type Data
Credssp ab) (Default) REG_SZ (value not set)
Data ab] Auth132 REG_SZ IISSUBA
DEL. _ 24 NtimMinClientSec REG_DWORD 0x20000000 (536870912)
FG';’;A'Q‘””"T"%"C" # NtmMinServerSec REG_DWORD 0x20000000 (536870912)
% REG_DWORD 0x00000002 (2)
P> Kerberos
MSV1.0
OfflineLSA
OfflineSAM
OSConfig
Skew1
SSO
SspiCache
Tracing
> LsaExtensionConfig
Lsalnformation
> ManufacturingMode v
< > < >

399509 (§ ymm ) Sl g Y B

Slael Jloylo Sae (asls T35k (6l s pivanes oo (g5lasloly 45 (6300 canliws ol (guis S plS
2,5 Jé e |y caslew ol RestrictSendingNTLMTraffic jlade d> b wb jgaisg ;o NTLM

&l Y

[1] https://www.bleepingcomputer.com/news/security/zoom-lets-attackers-steal-windows-
credentials-run-programs-via-unc-links/
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